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Bottom Line Up-Front

1. Cybersecurity costs are not well understood, but a lot can be learned by 

studying Federal IT System data reported via the public  Office of 

Management and Budget (OMB) IT Dashboard 

– Includes rich set of spending/budget data for cyber factors (but not 

CERs)

2. Enough data to identify Benchmarks/Factors to use for estimating 

– Cyber $ costs as % of Total Investment Program Expenditures

– Cyber metrics

3. Disparate data could be mapped into “Cyber Cost Categories” to 

establish factors by logical groupings

4. Cyber costs included 5 categories consistently; roughly a dozen others 

as “spikes”
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Overview
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• Cybersecurity Costs:  Definition and Cost Elements

• Cybersecurity as part of an IT System

• Cybersecurity as an IT System Primary Function
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Cybersecurity Definition

• Cybersecurity includes measures taken to:

• Protect digital devices, processors, systems and networks against 

unauthorized access or attack

• Protect against information being lost, stolen or compromised

• Protect confidentiality, integrity and availability of data and systems

• Cybersecurity includes hardware and software technology, as 

well as policy-based strategies
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Cybersecurity Cost Elements

• Hardware*

• Cybersecurity Functions: Monitor, Control, Mitigate, Protect, Attack

• Mostly COTS items (Routers, Switches, Firewalls, Servers, Intrusion Detectors, Scanners, 
Filters)

• Software*

• Cybersecurity Applications: Protect, Filter, Monitor, Mitigate, Control, Alert, Counter-act

• Mostly COTS items (Anti-virus, Spyware, Malware, Anti-Ransom, Anti-Phishing, Network 
Control/Monitor, Filters, Firewalls)

• Labor Effort

• Determine requirements and solutions (on-going engineering process for life cycle)

• Procure, Modify, Validate, Test, Certify, Operate/Monitor, Update as requirements change

• Labor Categories that apply to the Cyber domain

• System Engineers, Software Engineers

• IT Managers, Data Administrators, Network Managers/Controllers

• Cyber Technicians/SMEs, Test Engineers and Technicians

* Configuration depends on host platform: Weapon System, Data Center, Commercial Cloud
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I. Cybersecurity as part of an IT 

System
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Scope

• Focus on cost categories identified in Mil-Std-881D (Work Breakdown 

Structures for the DOD)

• Hardware, Software, and Services

• Life cycle engineering and cybersecurity management

• Cost and Budget source data summarized from the OMB IT Dashboard

• Executive branch (cabinet) agencies and programs

• Business systems

• Present normalized data analysis results as factors to use in cost 

estimating

• Cyber Activity Cost = % of Other Program Cost or Technical Values
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Background, Methodology and Approach

• Initial database from the OMB IT Dashboard included 16,380 IT activities

• Develop SW; Buy and Integrate HW; Prepare documentation; Complete risk assessments; etc.

• 568 Individual IT Systems represented

• Across 25 Executive Branch Agencies

• Identified cybersecurity activities and related costs 

• Based on expenditures by IT System development and support activity (FY09 – FY16)

• Filtered the data by keywords found within the funded activity definitions 

to isolate cybersecurity related activities

• For example: Cyber, Security, Vulnerability, Detection, Certification, Penetration, Incident

• Initial data set for analysis:

• 615 cybersecurity-related activities

• Within 165 Individual IT Systems

• Across 22 Executive Branch Agencies
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Survey Question

▪ Do you think there is correlation between activity costs within agencies or 

between agencies?

▪ Yes

▪ No
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IT Dashboard Data Limitations

• Dataset did not include DOD IT Systems

• Costs not identified by Appropriation or by Labor Category

• Unable to identify split between contract labor and government 

employees

• Did not normalize Then-Year $ to Constant Base Year $

• Representative sample; using additional keywords resulted in duplicate 

activities
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Analysis Approach

1. Created “Cyber Cost Categories” to establish factors by logical 
groupings; for example:

2. Further filtered out activities containing “mixed” data including both 
cybersecurity and non-cybersecurity costs and effort

3. Remaining database size and content sorted by Cyber Cost Category:

₋ 309 cybersecurity activities within 34 Individual IT Systems across 21 Executive 
Branch Agencies

Management Requirements/Risk HW/SW

Manage Cyber Program Authentication/Certification SW Application Release

Contractor Support Architecture/Design SW Maintenance Release

Cyber Testing Cyber Requirements Analysis Security Patch/IAVA

Cyber Documentation Assess Risk/Manage Controls Cyber HW Procure

Cyber Training Assess Security (General) Cyber HW Maintain

Cloud Costs/Fees
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Cyber Activity Cost per Category
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Cyber Activity Cost per Category
(309 Activities, 15 Categories, Many Activities per Category)

Cyber Categories

1  Architecture/Design

2  Assess Risk/Controls

3  Assess Security (General)

4  Authentication/ Certification

5  Cloud Costs/Fees

6  Contractor Cyber Support

7  Cyber Documentation

8  Cyber HW Procure

9  Cyber Requirements Analysis

10  Cyber Testing

11  Cyber/Security Training

12  Manage Cyber Program

13  Security Patch/IAVA

14  SW App Release

15  SW Maint Release
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Analysis Findings

• No correlation between activity costs within agencies or between 

agencies (Excel, TrueFinding®)

• Spending for cybersecurity activities varied widely by Executive Agency and IT 

System

• Spending appeared to be random (tailored by individual agency and IT System)

• Could not establish valid CERs 

• So:  Evaluated data to identify Benchmarks or Factors to use for estimating 

• Cyber $ costs as % of Total Investment Program Expenditures
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Results: Most Frequent Cyber Elements and Cost 

Drivers

1. Manage Cyber Programs, 
Authentication/Certification and SW 
App Releases are the most 
prevalent cyber activities (green
font)

• Represent 50% of all Cyber 
activities (152 of 309 Total)

• But only 6% on average of Total 
Investment Cost

• Pervasive in many programs, but 
not cost drivers

2. Contractor Cyber Support and 
Cyber/Security Training are cost 
drivers (red font)

• Highest Avg % of Total Investment 
Cost

• But they represent only 7% of all 
cyber activities

• Only drivers when they occur

Cyber Activity

Number 

of 

Activities 

by 

Category

% by 

Category 

(309 

Activities)

Avg % 

Total 

Program 

Cost

Manage Cyber Program 69 22% 2.19%

Authentication/ 
Certification

43 14% 1.18%

SW App Release 40 13% 2.58%

Cyber Documentation 21 7% 0.78%

Assess Security (General) 21 7% 1.49%

Cyber Testing 17 6% 2.33%

Security Patch/IAVA 15 5% 0.89%

SW Maint Release 14 5% 2.13%

Cyber Requirements 
Analysis

14 5% 0.70%

Assess Risk/Controls 13 4% 1.73%

Contractor Cyber Support 11 4% 7.64%

Cyber HW Procure 10 3% 4.78%

Architecture/Design 10 3% 1.44%

Cyber/Security Training 8 3% 10.30%

Cloud Costs/Fees 3 1% 1.55%
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Conclusions (Cyber Elements and Cost Factors)

Most programs 

include the 5  

categories in green,

Plus the occasional 

spike from the other 

categories

Recommendation:

Use either the Sum of 

the Avg values for the 

top 5

= 8.22%

of Total Sys Cost

Or: the Sum of the 

Median values for the 

top 5

= 2.63%  

of Total Sys Cost

Spread by % across 

the IT Program WBS

Cyber Activity

Number 

of 

Activities 

by 

Category

Average 

% Total 

Program 

Cost

Median 

% Total 

Program 

Cost

High % 

Total 

Program 

Cost

Low % 

Total 

Program 

Cost

Manage Cyber Program 69 2.19% 0.27% 33.72% 0.001%

Authenticate/Certification 43 1.18% 0.42% 12.03% 0.01%

SW App Release 40 2.58% 0.71% 16.77% 0.01%

Cyber Documentation 21 0.78% 0.27% 5.82% 0.04%

Assess Security (General) 21 1.49% 0.96% 9.37% 0.08%

Cyber Testing 17 2.33% 0.16% 31.01% 0.001%

Security Patch/IAVA 15 0.89% 0.42% 4.13% 0.18%

SW Maint Release 14 2.13% 1.04% 10.13% 0.03%

Cyber Reqts Analysis 14 0.70% 0.30% 5.01% 0.02%

Assess Risk/Controls 13 1.73% 1.05% 10.18% 0.07%

Contractor Cyber Support 11 7.64% 3.18% 56.52% 0.02%

Cyber HW Procure 10 4.78% 0.23% 21.62% 0.01%

Architecture/Design 10 1.44% 0.57% 10.59% 0.10%

Cyber/Security Training 8 10.30% 8.39% 29.22% 0.21%

Cloud Costs/Fees 3 1.55% 1.86% 2.52% 0.29%
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II. Cybersecurity as an IT 

System Primary Function
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Approach

• IT Dashboard includes a designated Business Reference Model* Category for each 

IT System in the dataset 

• Using BRM Definitions, determined categories that qualify as “Cyber” and used 

Pivot Tables to filter on any relevant IT Systems:

*BRM:  Business Reference Model v3.1, Service Codes and Definitions, May 15, 2013
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316 - Continuous Monitoring

• Description: Continuous Monitoring includes all activities related 

to the real‐time monitoring of security controls employed within 

or inherited by a system (see Appendix G of NIST SP 800‐37)

• Includes these IT Systems:

1. DHS NPPD - Continuous Diagnostics and Mitigation (CDM)
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The National Protection and Programs Directorate

• NPPD is a component of DHS that exists to advance the department’s 

mission of reducing federal security risk across the country, including 

cyber threats and risk to communications systems

• Includes 5 active Investments (Systems):

• NPPD - Continuous Diagnostics and Mitigation (CDM)

• NPPD - Infrastructure Protection Gateway (IPG)

• NPPD - ISCP (Infrastructure Security Compliance)

• NPPD - National Cybersecurity and Protection System (NCPS)

• NPPD - Next Generation Networks Priority Services (NGN-PS)
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DHS NPPD - Continuous Diagnostics and Mitigation 

(CDM)

• Spent $3.2M to Establish strategic sourcing vehicle

• $4.9M on CDM tools, sensors and integration services for seven 

agencies 

• $0.9M to perform an “as is” analysis to validate its proposed CDM “as a 

service” (CMaaS) solution against each agency's existing infrastructure

• $0.36M to procure and deliver CDM tools and sensors to support the 

operation of its CMaaS Solution
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DHS NPPD - National Cybersecurity and Protection 

System (NCPS)

Can see fairly rich level of detailed cost breakdown:
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BRM 315 – Threat and Vulnerability Mgmt 

• Description: Involves all functions pertaining to the protection of 

federal information and information systems from unauthorized 

access, use, disclosure, disruptions, modification, or destruction, 

as well as the creation and implementation of security policies, 

procedures and controls

• Includes these Systems:

1. DHS NPPD - National Cybersecurity and Protection System (NCPS)

2. DOJ IT Security

3. DOI Infrastructure - Security Management
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BRM 337 – Credential Issuance Mgmt

• Description: Researching, tracking and providing of user access 

credentials (logical and physical) and associated security 

features for the protection of federal information and information 

systems from unauthorized access, use, disclosure, disruptions, 

modification, or destruction, as well as the creation and 

implementation of related security policies, procedures and 

controls

• Includes these Systems:

1. CMS Enterprise Identity Management - provide CMS Business Partners a 

means to apply for and receive a single User ID they can use to access 

many CMS applications
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CMS Enterprise Identity Management (1 of 2) 

• OMB IT Dashboard data very detailed, over 60 rows

• Specific tasks broken out, e.g., PIV Pilot costs; PMO Establishment costs

PMO Establishment 

costs

PIV Pilot costs
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CMS Enterprise Identity Management (2 of 2) 

• Detailed activity descriptions provide program insight and cost data

• SME not required per se, but helpful

• Machine Learning would help here; automatically parse numbers in the 

Activity Name field, normalize activities as WBS

• Actual dates for Periods of Performance also available

25
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CMS Enterprise Identity Management – Digging Deeper 

• Business Case Available in pdf (web-scraper application?)

• USA Spending Contract Data

• Metrics & Performance Data
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CMS Enterprise Identity Management – Metrics/Users

• Performance Data: what to measure and benchmarking 

• Key metrics and benchmarks

• Number of users
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Summary

1. Cybersecurity costs are not well understood, but a lot can be learned by 

studying Federal IT System data reported via the public  Office of 

Management and Budget (OMB) IT Dashboard 

▪ Includes rich set of spending/budget data for cyber factors (but not 

CERs)

2. Enough data to identify Benchmarks/Factors to use for estimating 

▪ Cyber $ costs as % of Total Investment Program Expenditures

▪ Cyber metrics

3. Disparate data could be mapped into “Cyber Cost Categories” to 

establish factors by logical groupings

4. Cyber costs included 5 categories consistently; roughly a dozen others 

as “spikes”
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Future Ideas…
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Glossary of Additional Acronyms

Acronym Definition

DoI Department Of Interior

DoJ Department Of Justice

HHS Health And Human Services

IAVA Information Assurance Vulnerability Alert

ICAM Identity Credential Access Management

NIST National Institute Of Standards and Technology

OpDiv Operational Division

PIV Personal Identity Verification

PMO Program Management Office

WBS Work Breakdown Structure
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Back-Up Slides
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Data Presentation

0.0

5.0

10.0

15.0

20.0

25.0

30.0

35.0

40.0

45.0

0 50 100 150 200 250 300 350

$
 M

il
li

o
n

Activity

Cyber Activity Cost by Activity
(309 Activities, 1 Cost Value per Activity)

© 2020 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE CASE: 20-2105 (INDEPENDENT EFFORT)



33

Data Presentation
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Data Presentation
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	•
	•
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	Develop SW; Buy and Integrate HW; Prepare documentation; Complete risk assessments; etc.
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	568 Individual IT Systems represented
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	•
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	Identified cybersecurity activities and related costs 


	•
	•
	•
	•
	•
	Based on expenditures by IT System development and support activity (FY09 
	–
	FY16)




	•
	•
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	IT Dashboard Data Limitations
	IT Dashboard Data Limitations


	•
	•
	•
	•
	•
	Dataset did not include DOD IT Systems


	•
	•
	•
	Costs not identified by Appropriation or by Labor Category


	•
	•
	•
	Unable to identify split between contract labor and government 
	employees


	•
	•
	•
	Did not normalize Then
	-
	Year $ to Constant Base Year $


	•
	•
	•
	Representative sample; using additional keywords resulted in duplicate 
	activities
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	Analysis Approach
	Analysis Approach
	Analysis Approach
	Analysis Approach


	1.
	1.
	1.
	1.
	1.
	Created “Cyber Cost Categories” to establish factors by logical 
	groupings; for example:


	2.
	2.
	2.
	Further filtered out activities containing “mixed” data including both 
	cybersecurity and non
	-
	cybersecurity costs and effort


	3.
	3.
	3.
	Remaining database size and content sorted by Cyber Cost Category:


	₋
	₋
	₋
	₋
	₋
	309 cybersecurity activities within 34 Individual IT Systems across 21 Executive 
	Branch Agencies
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	Cyber Category
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	Cyber Activity Cost per Category
	Cyber Activity Cost per Category
	Cyber Activity Cost per Category

	(309 Activities, 15 Categories, Many Activities per Category)
	(309 Activities, 15 Categories, Many Activities per Category)


	Span

	Cyber Categories
	Cyber Categories
	Cyber Categories
	Span

	1  Architecture/Design
	1  Architecture/Design

	2  Assess Risk/Controls
	2  Assess Risk/Controls

	3  Assess Security (General)
	3  Assess Security (General)

	4  Authentication/ Certification
	4  Authentication/ Certification

	5  Cloud Costs/Fees
	5  Cloud Costs/Fees

	6  Contractor Cyber Support
	6  Contractor Cyber Support

	7  Cyber Documentation
	7  Cyber Documentation

	8  Cyber HW Procure
	8  Cyber HW Procure

	9  Cyber Requirements Analysis
	9  Cyber Requirements Analysis

	10  Cyber Testing
	10  Cyber Testing

	11  Cyber/Security Training
	11  Cyber/Security Training

	12  Manage Cyber Program
	12  Manage Cyber Program

	13  Security Patch/IAVA
	13  Security Patch/IAVA

	14  SW App Release
	14  SW App Release

	15  SW 
	15  SW 
	Maint
	Release
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	Analysis Findings
	Analysis Findings
	Analysis Findings
	Analysis Findings


	•
	•
	•
	•
	•
	No correlation between activity costs within agencies or between 
	agencies (Excel, 
	TrueFinding
	®)


	•
	•
	•
	•
	•
	Spending for cybersecurity activities varied widely by Executive Agency and IT 
	System


	•
	•
	•
	Spending appeared to be random (tailored by individual agency and IT System)




	•
	•
	•
	Could not establish valid CERs 


	•
	•
	•
	•
	•
	So:  Evaluated data to identify Benchmarks or Factors to use for estimating 


	•
	•
	•
	•
	Cyber $ costs as % of Total Investment Program Expenditures
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	Results: Most Frequent Cyber Elements and Cost 
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	Results: Most Frequent Cyber Elements and Cost 
	Results: Most Frequent Cyber Elements and Cost 
	Drivers


	1.
	1.
	1.
	1.
	1.
	1.
	1.
	Manage Cyber Programs, 
	Authentication/Certification and SW 
	App Releases are the most 
	prevalent cyber activities (
	green
	font)


	•
	•
	•
	•
	Represent 50% of all Cyber 
	activities (152 of 309 Total)


	•
	•
	•
	But only 6% on average of Total 
	Investment Cost


	•
	•
	•
	Pervasive in many programs, but 
	not cost drivers



	2.
	2.
	2.
	Contractor Cyber Support and 
	Cyber/Security Training are cost 
	drivers (
	red
	font)


	•
	•
	•
	•
	Highest Avg % of Total Investment 
	Cost


	•
	•
	•
	But they represent only 7% of all 
	cyber activities


	•
	•
	•
	Only drivers when they occur
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	II. Cybersecurity as an IT 
	II. Cybersecurity as an IT 
	II. Cybersecurity as an IT 
	II. Cybersecurity as an IT 
	System Primary Function
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	Approach
	Approach
	Approach
	Approach


	•
	•
	•
	•
	•
	IT Dashboard includes a designated Business Reference Model* Category for each 
	IT System in the dataset 


	•
	•
	•
	Using BRM Definitions, determined categories that qualify as “Cyber” and used 
	Pivot Tables to filter on any relevant IT Systems:



	*BRM:  Business Reference Model v3.1, Service Codes and Definitions, May 15, 2013
	*BRM:  Business Reference Model v3.1, Service Codes and Definitions, May 15, 2013
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	316 
	316 
	316 
	316 
	-
	Continuous Monitoring


	•
	•
	•
	•
	•
	Description: 
	Continuous Monitoring includes all activities related 
	to the real
	‐
	time monitoring of security controls employed within 
	or inherited by a system (see Appendix G of NIST SP 800
	‐
	37)


	•
	•
	•
	Includes these IT Systems:


	1.
	1.
	1.
	1.
	1.
	DHS NPPD 
	-
	Continuous Diagnostics and Mitigation (CDM)
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	The National Protection and Programs Directorate
	The National Protection and Programs Directorate
	The National Protection and Programs Directorate
	The National Protection and Programs Directorate


	•
	•
	•
	•
	•
	NPPD is a component of DHS that exists to advance the department’s 
	mission of reducing federal security risk across the country, including 
	cyber threats and risk to communications systems


	•
	•
	•
	Includes 5 active Investments (Systems):


	•
	•
	•
	•
	•
	•
	NPPD 
	-
	Continuous Diagnostics and Mitigation (CDM)


	•
	•
	•
	NPPD 
	-
	Infrastructure Protection Gateway (IPG)


	•
	•
	•
	NPPD 
	-
	ISCP (Infrastructure Security Compliance)


	•
	•
	•
	NPPD 
	-
	National Cybersecurity and Protection System (NCPS)


	•
	•
	•
	NPPD 
	-
	Next Generation Networks Priority Services (NGN
	-
	PS)
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	DHS NPPD 
	DHS NPPD 
	DHS NPPD 
	DHS NPPD 
	-
	Continuous Diagnostics and Mitigation 
	(CDM)


	•
	•
	•
	•
	•
	Spent $3.2M to Establish strategic sourcing vehicle


	•
	•
	•
	$4.9M on CDM tools, sensors and integration services for seven 
	agencies 


	•
	•
	•
	$0.9M to perform an “as is” analysis to validate its proposed CDM “as a 
	service” (
	CMaaS
	) solution against each agency's existing infrastructure


	•
	•
	•
	$0.36M to procure and deliver CDM tools and sensors to support the 
	operation of its 
	CMaaS
	Solution
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	DHS NPPD 
	DHS NPPD 
	DHS NPPD 
	DHS NPPD 
	-
	National Cybersecurity and Protection 
	System (NCPS)


	Can see fairly rich level of detailed cost breakdown:
	Can see fairly rich level of detailed cost breakdown:
	Can see fairly rich level of detailed cost breakdown:
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	BRM 315 
	BRM 315 
	BRM 315 
	BRM 315 
	–
	Threat and Vulnerability Mgmt 


	•
	•
	•
	•
	•
	Description: 
	Involves all functions pertaining to the protection of 
	federal information and information systems from unauthorized 
	access, use, disclosure, disruptions, modification, or destruction, 
	as well as the creation and implementation of security policies, 
	procedures and controls


	•
	•
	•
	Includes these Systems:


	1.
	1.
	1.
	1.
	1.
	DHS NPPD 
	-
	National Cybersecurity and Protection System (NCPS)


	2.
	2.
	2.
	DOJ IT Security


	3.
	3.
	3.
	DOI Infrastructure 
	-
	Security Management
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	BRM 337 
	BRM 337 
	BRM 337 
	BRM 337 
	–
	Credential Issuance Mgmt


	•
	•
	•
	•
	•
	Description: 
	Researching, tracking and providing of user access 
	credentials (logical and physical) and associated security 
	features for the protection of federal information and information 
	systems from unauthorized access, use, disclosure, disruptions, 
	modification, or destruction, as well as the creation and 
	implementation of related security policies, procedures and 
	controls


	•
	•
	•
	Includes these Systems:


	1.
	1.
	1.
	1.
	1.
	CMS Enterprise Identity Management 
	-
	provide CMS Business Partners a 
	means to apply for and receive a single User ID they can use to access 
	many CMS applications
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	CMS Enterprise Identity Management (1 of 2) 
	CMS Enterprise Identity Management (1 of 2) 
	CMS Enterprise Identity Management (1 of 2) 
	CMS Enterprise Identity Management (1 of 2) 


	•
	•
	•
	•
	•
	OMB IT Dashboard data very detailed, over 60 rows


	•
	•
	•
	Specific tasks broken out, e.g., PIV Pilot costs; PMO Establishment costs




	Figure
	Figure
	Figure
	PMO Establishment 
	PMO Establishment 
	PMO Establishment 
	costs


	PIV Pilot costs
	PIV Pilot costs
	PIV Pilot costs
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	CMS Enterprise Identity Management (2 of 2) 
	CMS Enterprise Identity Management (2 of 2) 
	CMS Enterprise Identity Management (2 of 2) 
	CMS Enterprise Identity Management (2 of 2) 


	•
	•
	•
	•
	•
	Detailed activity descriptions provide program insight and cost data


	•
	•
	•
	SME not required 
	per se
	, but helpful


	•
	•
	•
	Machine Learning would help here; automatically parse numbers in the 
	Activity Name field, normalize activities as WBS


	•
	•
	•
	Actual dates for Periods of Performance also available
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	Figure
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	Figure
	Figure
	Figure
	Figure
	25
	25
	25
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	CMS Enterprise Identity Management 
	CMS Enterprise Identity Management 
	CMS Enterprise Identity Management 
	CMS Enterprise Identity Management 
	–
	Digging Deeper 


	•
	•
	•
	•
	•
	Business Case Available in pdf (web
	-
	scraper application?)


	•
	•
	•
	USA Spending Contract Data


	•
	•
	•
	Metrics & Performance Data




	Figure
	Figure
	Figure
	© 2020 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR 
	© 2020 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR 
	© 2020 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR 
	PUBLIC RELEASE CASE: 20
	-
	2105 (INDEPENDENT EFFORT)



	CMS Enterprise Identity Management 
	CMS Enterprise Identity Management 
	CMS Enterprise Identity Management 
	CMS Enterprise Identity Management 
	–
	Metrics/Users


	•
	•
	•
	•
	•
	Performance Data: what to measure and benchmarking 




	Figure
	Figure
	Figure
	Figure
	Figure
	Span
	•
	•
	•
	•
	•
	Key metrics and benchmarks


	•
	•
	•
	Number of users
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	Summary
	Summary
	Summary
	Summary


	1.
	1.
	1.
	1.
	1.
	Cybersecurity costs are not well understood, but a lot can be learned by 
	studying Federal IT System data reported via the public  Office of 
	Management and Budget (OMB) IT Dashboard 


	▪
	▪
	▪
	▪
	▪
	▪
	Includes rich set of spending/budget data for cyber factors (but not 
	CERs)




	2.
	2.
	2.
	Enough data to identify Benchmarks/Factors to use for estimating 


	▪
	▪
	▪
	▪
	▪
	Cyber $ costs as % of Total Investment Program Expenditures


	▪
	▪
	▪
	Cyber metrics




	3.
	3.
	3.
	Disparate data could be mapped into “Cyber Cost Categories” to 
	establish factors by logical groupings


	4.
	4.
	4.
	Cyber costs included 5 categories consistently; roughly a dozen others 
	as “spikes”
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	Future Ideas…
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	Future Ideas…
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